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Chapter 1

Executive Summary: What You’'ll Learn

In 2022, the future of finance is increasingly digital. No doubt spurred on by social
distancing during the COVID-19 pandemic, people are turning to managing their finances
remotely from their computer or phone.

But this preference for convenience comes with increased risks. As online financial
services offer near-instant access to money management, this immediacy opens up new

angles for committing fraud and money laundering.

For risk and compliance professionals, it’s extremely important to stay compliant and be
able to recognize new fraud schemes - as well as be able to rapidly adapt to prevent them.

Of the 230+ risk management and fraud compliance
professionals we surveyed:

% of professionals said transaction monitoring and case
management software was essential for any successful

risk and compliance program.

their biggest challenge.

% of professionals said that identifying new fraud
4 schemes and updating their tech stack accordingly was

o/ admitted their fraud and AML team gets less than 15
6 O 0 hours of engineering support each week.



But that’s just the tip of the iceberg - read on for an in-depth analysis of what fraud and
AML professionals care about most - and how they are solving key problems.

The purpose of this report is to share how risk and compliance professionals truly feel
about the fight against fraud and money laundering, and how they see the industry - and
their approach - changing in the near future.

To do this, we’ve asked fraud and AML professionals a series of questions to better
understand what pain points they want to alleviate, the top processes they want to
improve, and how they use risk and compliance solutions most effectively.

By the end of this report, you’ll learn:

How professionals are tackling fraud and money laundering.

Current fraud and AML solution shortcomings.

That you need to build a successful risk and compliance program.

Key challenges of fighting fraud and money laundering.

What the future of fraud and AML looks like.



Chapter 2

How We Conducted the Survey:
Methodology and More

231 risk and compliance professionals participated, offering feedback on the challenges
their organizations face, the solutions they are currently using, and what they require
most to perform their job effectively and effortlessly.

With diverse roles - officers, analysts, managers, and directors - we get a clear picture of
how different fraud and AML professionals see the problems. With this group, we’re able

to get feedback from professionals directly involved in dealing with (and finding solutions
to) the problems we’re discussing.

Director/Head of Risk and Compliance

12.12% ,
Operations

11.96% Chief Compliance Officer

11.26% AML/Compliance Analyst

9.96% Fraud/Risk Officer

9.09% Risk/Fraud Analyst

9.09% Director/ Head of Compliance

9.09% AML/ Compliance Officer

7.36% Risk and Compliance Analyst

Chief Risk Officer

Risk and Compliance Investigator

Model Risk Manager )
Chief Financial Crimes Officer

4.76%

4.33%

1.73%
1.30%

We collected sources from leading financial technology newsletters that risk and
compliance professionals are actively reading.

This let us draw from a wide and diverse network of professionals, while limiting the bias
in our results. The result is a comprehensive understanding of how risk and compliance
professionals are tackling fraud and anti-money laundering (AML).


https://www.unit21.ai/blog/anti-money-laundering-aml-compliance-officer

The publications we utilized:

WorkWeek’s WTFintech?:

Content creator and former Fintech reporter Nicole Casperson provides industry news,

analysis, and insights every Tuesday and Thursday. This newsletter has a particular focus
on women in Fintech.

WorkWeek’s Fintech Takes:

Fintech industry analyst Alex Johnson breaks down the latest Fintech trends, including
product launches, fundings, partnerships, acquisitions, and cryptocurrency news.

Fintech Business Weekly:

This weekly newsletter on banking, cryptocurrency, and Fintech is presented by Jason
Mikula. A veteran in the financial sector, Jason has worked for startups like LendUp and
Enova, as well as traditional finance companies like Goldman Sachs.

This Week in Fintech:

Nik Milanovi¢ and his team present this weekly digest of financial technology news and
analysis that they dub “the front page of global Fintech”. It has editions covering
worldwide audiences in Europe, Latin America, Asia, and Africa.



https://workweek.com/dm/wtfintech-t1/
https://workweek.com/brand/fintech-takes/
https://fintechbusinessweekly.substack.com/
https://thisweekinfintech.substack.com/

Chapter 3

Who We Surveyed: Understanding Risk and
Compliance Professionals and Their Answers

To understand our audience, we asked about their organizations: their company size and
the size of their fraud, AML, risk, and compliance department(s).

Size of Risk and Compliance Organizations
By number of employees

et  9.96%

The majority of respondents work for businesses with 250 or fewer employees, and less
than 10 people on their fraud and AML teams. The results still cover a wide array of
company sizes, with 17% of professionals speaking on behalf of organizations with more
than 1,000 employees.

While some of these findings skew towards smaller organizations and startups, the
principles apply across the board to financial service organizations responsible for risk
management and compliance.



The Size of Risk and Compliance Departments
By number of employees

69.61%

As you’ll see when we look at the engineering resources these teams get, they are
struggling with small team sizes and an inability to keep pace with rapidly changing AML
regulations and fraud schemes. The top contributor to this is having inadequate
engineering resources supporting risk and compliance programs and operations.



Fraud + AML Team Employee Growth

R&C team growth rates for the last year

8.46% . >100%

No Growth

>10%

In an industry that is rapidly changing, risk and AML teams remain surprisingly stagnant,
with half of all professionals saying their risk and compliance operations have seen less
than 10% growth in the last year. Unfortunately, whether they are incapable or
unprepared to do so, this leaves fraud and AML programs responsible for finding other
solutions to combat the increasing demands of the industry.

PRO TIP:

Smaller teams struggling with keeping pace with the rapidly changing regulatory environment

need even more support. That’s where a solution like Unit21 comes in, as its ability to rapidly
adapt and update its tech stack eliminates the need for increased support from your
engineering team.




Chapter 4

Current Fraud and AML Software Infrastructure

To understand the current infrastructure risk and compliance teams are using for their
fraud and AML programs, we asked professionals what they currently use.

What Professionals Currently Use for Their Fraud

and AML Systems
51.26%
Built in-house 2 5 63 %
5 Included with
bank/payment/

credit systems

11.06% 9.55%

Alloy Unit21

Top 5 Third-Party Risk & Compliance Solutions

11.06%
All'oy 9.55% 9.05%

Un%tZl ComplyAdvantage 8 ° O 4 % 7 ° 5 4 %

Fiserv Actimize




Astonishingly, the majority (51% to be exact) of risk and compliance professionals said
their organization uses a risk and compliance system that was built in-house.

While this may seem like a great option on the surface, there are cracks in the foundation.
Many companies deploy their engineering teams to build tailored solutions for fraud and
AML, but they fail to rapidly adapt to new fraud schemes and are typically challenging to
use and update.

Over a quarter (25.63%) of respondents said their company relies on fraud systems from
banks, credit card companies, and other payment processors. While these financial
service organizations are regulated by the banking industry, they aren’t actually fraud and
AML companies. They therefore aren’t as adept at identifying the most current fraud
schemes and updating their tech stack to combat new threats.

These systems also err on the side of caution, resulting in more false positives than finely
tuned fraud and AML systems. This costs risk and compliance organizations time and
money as they’re missing out on the actual positives, and turning away legitimate
business.

This led to a key takeaway: professionals agree that their risk and compliance
infrastructure needs a solution that can be rapidly modified to combat new fraud schemes
while staying compliant.

PRO TIP:

Look for a solution that automatically updates as per the most recent regulatory regulations,
so you’re always compliant with AML requirements. Rule-based solutions that follow

allow you to set up a customized infrastructure that reduces false
positives, resulting in more transactions being processed, more value being delivered to your
customers, and earning you more revenue.



https://www.unit21.ai/blog/fraud-detection-prevention-for-financial-organizations
https://www.unit21.ai/blog/fraud-detection-prevention-for-financial-organizations

Chapter 5

How Risk and Compliance Professionals Are Utilizing
Their Current Solutions

We wanted to understand what is essential to risk and compliance management
professionals, including how they go about identifying risk and the capabilities that have
helped these professionals build their risk and compliance programs effectively.

Building an Effective Risk and Compliance Program
What are the essential components to have

58.9%

41.1%
34%
32%

. Reliable transaction monitoring and case management software
Using a comprehensive framework for assessing risk
. Continuous education and training on regulatory standards

. Training/Certifications in risk and compliance tools and practices

Nearly 60% of professionals believe that reliable transaction monitoring and case
management software is the most critical piece of their organization’s risk management
and compliance system. For these solutions to work effectively, they need to be able to
rapidly adapt to new threats and regulations.

But for a solution built in-house, this can mean substantial engineering resources.



To succeed, you need a comprehensive framework for assessing risk. This includes
staying up to date on regulations, having the knowledge and ability to modify the tools as
new fraud schemes arise, and the tools to get the signal from the noise so you can reduce
false positives.

To do this effectively, you need a fraud and AML system that does it all (rather than
stitching a few different solutions together). Ensure your tool addresses regulatory
compliance, user onboarding, suspicious activity reporting, risk management, and fraud
detection - all under one roof. The best way to address (and stop) threats is to use all the
tools at your disposal to combat risk.

Combined, % of professionals thought education and training on regulatory standards and
managing risk and compliance tools was essential to building an effective compliance
program.

Without the proper training on your solutions and regulatory best practices, your team will
struggle to keep up with regulations and fraud. More importantly, they’ll fail to do so in an
efficient, effective manner.

PRO TIP:

Fraud and AML software that performs all the tasks you need is extremely difficult to find,
implement, and maintain. They require constant modification and significant engineering
resources. That being said, it’s a key piece missing for most companies when it comes to

achieving an effective R & C program.



https://www.unit21.ai/blog/a-case-for-framl-why-todays-fraud-and-aml-teams-should-join-forces
https://www.unit21.ai/blog/reduce-false-positives-in-aml-transaction-monitoring
https://www.unit21.ai/blog/reduce-false-positives-in-aml-transaction-monitoring

What you’re currently missing and how to keep up with the
evolution of fraud.

Understand how risk and compliance professionals view the evolution of their platforms,
what is missing from their current fraud and AML software, and what would cause them to
change solutions in the next 12 months.

Fraud and AML Solution Problems

What would cause R&C professionals to switch

30%
29.5%
25%
18%
16%

9.8%

Cost of software is too high

The system is not flexible or easy to update

Dependency on engineering to modify the software

. The agents are having a difficult time using the system

. Training/Certifications in risk and compliance tools and practices

. The team does not like the user interface

Ultimately, having a system that is easy to update and alleviates the workload - and
pressure - from your engineering team will help you keep your tech stack updated and
compliant. Rather than tie up your engineering team on fraud and AML updates, you can
divert those resources to focus on improving your core product and services.

To keep up with a rapidly evolving industry, we asked professionals what their priorities
would be when looking for a new solution - highlighting what they're looking for currently.



Priorities When Purchasing Fraud + AML Software
What matters most to risk and compliance professionals

48%
45.5%
43%
40%

35%
27%
26%

Security and reliability
Ease of implementation and long-term management

Scale as the company grows to support operational efficiency

Pricing makes sense and is within my budget
Ease of use
Automated processes for filing SARs and creating cases

Provides features I don’t currently have

The top priority - and rightly so - for risk and compliance professionals was security and
reliability. It’s essential that your fraud and AML solution actually performs the main task
of keeping your users (and platform) safe, and that it performs this job reliably and
efficiently.

The next two priorities - which closely trailed the #1 spot - were (1) ease of
implementation and long term management and (2) the ability for the solution to scale
and support operational efficiency as the company grows. In both cases, professionals are
seeking a solution that is easy to adopt and upkeep, and a solution that can scale - and
adapt - as your company grows.



To succeed, you’ll need to keep up with the rapidly changing fraud landscape, staying
abreast of changes and implementing updates to ensure you’re still protected against
fraud and money laundering.

What you’re currently missing and how to keep up with the
evolution of fraud.

Understand how risk and compliance professionals view the evolution of their platforms,
what is missing from their current fraud and AML software, and what would cause them to
change solutions in the next 12 months.

Top Use Cases for Fraud and AML Software

What risk and compliance professionals are solving

Transaction
Monitoring & Case

Management  571.10% 349,

Know your Customer/
Know Your Business

Sanctions/

sARReporting 7 A0 7.90%...... OFACscreening



The majority of professionals (51%) emphasized the importance of having robust
transaction monitoring capabilities to screen for malicious behavior and case
management for automated filing and reporting. This is no surprise, as failing to file at all
(or on time) can result in hefty fines and penalties.

Professionals also emphasized the importance of having streamlined user onboarding that
follows all KYC / KYB requirements to ensure users are who they say they are. Offer users
a frictionless onboarding experience while meeting all security and customer due
diligence checks to follow KYC and AML best practices.

As some of the more difficult processes in the fight against financial crime, they require
a solution that can be rapidly updated to meet regulatory requirements and stay abreast
of the most current fraud threats.

A solution that offers data monitoring, utilizing fine-tuned historical performance of high-
quality rules, minimizes false positives and scales fraud detection efforts. Combine that
with customizable scoring and predictive alert settings to really hone in on suspicious
activity. All of this means faster, more effective investigations, with the mundane tasks
of filing and reporting being largely automated.

PRO TIP:

A full-service solution solves your problems by offering a reliable and flexible fraud and AML
platform that’s updated automatically. That frees up your company’s engineers to focus on
what they do best!



https://www.unit21.ai/blog/the-complete-guide-to-transaction-monitoring
https://www.unit21.ai/blog/the-complete-guide-to-transaction-monitoring
https://www.unit21.ai/blog/financial-crime
https://www.unit21.ai/products/transaction-monitoring
https://www.unit21.ai/blog/how-to-conduct-aml-investigations

Chapter 6

What Are the Main Challenges Organizations
Experience with Fraud and Money Laundering?

Fraud can be a very real - and challenging - threat. To really understand what problems
risk and compliance teams face, we asked what the biggest pain points risk management
professionals experience when it comes to fraud.

Common Fraud Pain Points for Risk Management Professionals

#1 #2 #3 #4

Identifying new Getting engineering Decreasing false Modifying the

fraud schemes, resources to make positives, current tech stack
with 31% of changes, with 29% with 27% of to catch new fraud
professionals of professionals professionals schemes, with 24%
saying it was most  saying it was most saying it was most of professionals
important to them.  important to them. important to them saying it was most

important to them.

As you can see, staying on top of new fraud schemes and making the proper changes to
your risk and compliance tech stack is extremely important to fraud and AML
professionals.

The problem they face is fast-evolving fraud schemes (with new ones popping up all the
time), a lack of engineering resources to devote to risk and compliance operations, and
challenges updating the tech stack to integrate with what’s currently running. The fact is,
criminals are almost always two steps ahead, leaving fraud and AML programs playing
catch up.


https://www.unit21.ai/blog/compliance-tech-stack-for-fintech

When you combine this with the fact that most risk and compliance teams are using
solutions built in-house, where they aren’t able to rapidly modify, update, or detect fraud -
it’s no wonder they struggle.

This quickly creates a cycle where you’re falling behind on the latest schemes or
struggling to divert resources to the updates you desperately need. Over time, this can be
a very challenging hole to get out of.

PRO TIP:

The solution is a system flexible and adaptable enough that detection and regulatory rules can
easily be changed to meet new forms of fraud and AML regulations. With automatic updates,
you’re always compliant and ready for potential threats.




Chapter 7

Building an Effective Fraud and AML Program in 2022

The main takeaways and actionable items.

Now that we’ve explored exactly what risk and compliance professionals are struggling
with, we can dive into what matters most when building an effective fraud and AML
program.

7.1. Organizations lack engineering support required to make
changes and tackle fraud.

% of companies don’t get adequate engineering time
dedicated to maintaining their fraud and AML solutions

7.2. Reducing false positive rates remains top-of-mind.

% of compliance professionals say minimizing false
positives over the next year is a high or top priority for

their company

7.3. Reliable transaction monitoring & case management
software is #1 factor contributing to an effective program

% of risk professionals list it as a leading factor in building
a compliant fraud and AML system

7.4. Fraud and AML professionals spend far too much time on
case management

% of companies file 10 or more SARs per month, and 64%
take over an hour to finish each one



Chapter 7.1

Organizations Lack Engineering Support Required to
Make Changes and Tackle Fraud

One of the biggest challenges for risk management teams, besides keeping their fraud
and AML software solution up-to-date with the latest fraud schemes, is securing the
necessary engineering resources to apply those rules to their tech stack.

Companies with Internal Engineering Support for Risk and
Compliance

8 2 % of companies have internal engineering

support for their risk and compliance teams

Most professionals stated that their risk and compliance operations required internal
engineering support. Keep in mind, however, 51% said they use in-house fraud and AML
software, showing that many of these companies rely on solutions that are also absorbing
some of their engineering team's time and energy - which is taking away from other
efforts (like improving their core product offerings).

Even more startling is the lack of support time risk and compliance teams are getting from
their engineering teams.



Hours of Engineering Support Dedicated to Risk and Compliance
Teams

High Support: Low Support: 10-15
30+Hours/Week 19 60% . 060%. ... .. . Hours/ Week

Medium Support:

Given the difficulty of identifying new fraud schemes, staying apprised of all pertinent AML
regulations, and updating your tech stack to stay compliant and combat threats, the 15
hours or less most companies are getting just isn’t enough time.

Keep in mind that engineering teams have a lot more to do than simply manage risk and
compliance functions; they need to develop the core product, and delight users with
intuitive user interfaces. Updates for compliance eats into time that could be better spent

building on your core product to grow your business further.

The best fraud and AML solutions have dedicated teams working on them to keep them
up-to-date — so the companies that use them don’t have to.

PRO TIP:

Fraudsters have become more sophisticated, developing new methods that are difficult to

detect using traditional fraud detection efforts. To best protect against fraud, you need a
solution that is easy to modify, test, and update without requiring engineering effort.




Chapter 7.2

Reducing False Positive Rates Remains Top-of-Mind

Risk and compliance professionals have spoken loud and clear - false positives are a
serious problem and it’s a key priority to address in the next 12 months of operations.

of professionals said reducing
false positives was their biggest
pain point related to fraud.

of professionals said reducing
false positives was their most
important objective for the
upcoming year.




It’s no surprise false positives remain top of mind for risk and compliance professionals,
as they are a window of opportunity for advanced and fast-evolving adversarial
techniques leading to substantial financial and reputation damage. The real kicker here is
that unlike loss prevention, with false positives, you’re actually the one causing the losses
due to a rigid rule-based system that is inadequate or overactive.

You don’t just lose out on money from failing to validate legitimate sales, but you also lose
customers’ loyalty and trust with your platform. Eventually, word of mouth will make it
just as difficult to attract new customers as it does to retain existing ones.

All of this contributes to the overall problem, that fraud has a large impact on revenue.
Dealing with false positives costs your team valuable time actually detecting and
preventing fraud, as well as updating your system to be ready for the most current threats.
In many cases, attempts at fine-tuning your false positives can lead to more fraud passing
through your platform.

Thus, you need an effective fraud mitigation solution that's accurate and has intelligent
decision-making ability, leading to low false positives.



Chapter 7.3

Reliable Transaction Monitoring & Case Management
Software is #1 Factor to an Effective Program

To help risk and compliance professionals, we tried to understand what they see as
leading factors for the success of their fraud and AML programs, and understand what
they use fraud and AML solutions for most.

There were two things that stood out - transaction monitoring and case management.

of professionals said reliable transaction
monitoring and case management software
was the biggest contributor to building an
effective risk and compliance program.

of professionals listed transaction
monitoring and case management as the
top use cases they were solving with
fraud and AML software.




It’s no surprise false positives remain top of mind for risk and compliance professionals,
as they are a window of opportunity for advanced and fast-evolving adversarial
techniques leading to substantial financial and reputation damage. The real kicker here is
that unlike loss prevention, with false positives, you’re actually the one causing the losses
due to a rigid rule-based system that is inadequate or overactive.

You don’t just lose out on money from failing to validate legitimate sales, but you also lose
customers’ loyalty and trust with your platform. Eventually, word of mouth will make it
just as difficult to attract new customers as it does to retain existing ones.

All of this contributes to the overall problem, that fraud has a large impact on revenue.
Dealing with false positives costs your team valuable time actually detecting and
preventing fraud, as well as updating your system to be ready for the most current threats.
In many cases, attempts at fine-tuning your false positives can lead to more fraud passing
through your platform.

Thus, you need an effective fraud mitigation solution that's accurate and has intelligent
decision-making ability, leading to low false positives.

Top Pain Points Professionals are Solving with
Transaction Monitoring

Improve false-
To meet p

i 2 1 3 3 o positive rates
eaierens 25,339 _

Reduce
dependence

1.3 3% onengineering

Reduce
manual work
for analysts

’ 22.67 % viaautomation

...................... Integrate siloed data for

533% . better detection



Most important was meeting compliance requirements, which - as we’ve discussed - is
extremely challenging when regulations are constantly changing. Without enough
engineering support, which many companies lack, you’ll struggle to keep your platform
compliant - even if you’re aware of the regulations.

The next two on the list are loss prevention and improving false-positive rates (taking up a
combined 45% of responses). Really, these are two sides to the same coin; increasing
overall revenue by reducing losses related to AML compliance and fraud. The solution is
having a finely-tuned rule-based system that allows you to ensure you reduce losses - and
limit your false positives while doing it!

Finally, professionals use transaction monitoring tools for reducing manual work on
analysts. By having a system in place to monitor transactions in real time and provide
suspicious activity reports, your team can spend more time investigating cases and
ensuring the overall fraud and AML system is functioning smoothly.



What are organizations solving with case management?

To deliver the best case management software, we need to truly understand how fraud
and AML professionals use these systems, and what matters most to them.

Priorities When Purchasing Fraud + AML Software
What matters most to risk and compliance professionals

36%

13.64%
13.64«%

4.5
0%

Reduce manual work for analysts
Automation of alert resolution and filing
Reduce compliance costs

Transparency in the audit trail

Customizable workflows

Optimize compliance operations

Easier reporting during regulatory audits


https://www.unit21.ai/blog/how-to-source-the-right-aml-case-management-software

Overwhelmingly, they are using it to automate tasks and reduce manual work related to
case analysis, alert resolution, and report filing. Risk and compliance teams are looking to
be more efficient with the resources they have by leveraging reliable software to scale up
these teams - remember, reliable software was the #1 factor in a successful fraud and
AML program.

This allows financial services organizations to divert more resources to building out their
core product, improving the user interface (and experience), and making product
improvements. With a robust case management solution that automates and streamlines
processes and workflows, you’ll be able to put risk and compliance operations virtually on
autopilot.

PRO TIP:

When choosing a solution, make sure it has reliable transaction monitoring and case
management capabilities that can ingest your data. Look for a tool that has a robust,
rule-based engine that follows AML transaction monitoring best practices, so you can
fully customize your alerts and scoring, and optimize your system to



https://www.unit21.ai/blog/reduce-false-positives-in-aml-transaction-monitoring
https://www.unit21.ai/blog/reduce-false-positives-in-aml-transaction-monitoring

Chapter 7.4

Fraud and AML Professionals Spend Far Too Much
Time on Case Management

Risk management and compliance professionals showed a clear interest in case
management capabilities as part of their fraud and AML software. While SAR filing didn’t
get as much interest, it’s clear that case management and SAR filing are eating up too
much time for risk and compliance professionals.

How Much Time R&C Professionals Spend on Each Case

Less than

63" 10

of professionals spend more of professionals spend more
than 1 hour on each case. than 4 hours on each case.


https://www.unit21.ai/blog/suspicious-activity-reporting-best-practices
https://www.unit21.ai/blog/suspicious-activity-reporting-best-practices

How Many SARs R&C Teams File Per Month

40 127

of organizations file more of organizations file more
than 10 SARs per month. than 100 SARs per month.

It’s evident that AML case management and reporting take up time for most Fintech
organizations - time that could be better utilized elsewhere.

While 1 hour per case may seem reasonable if you’re filing 10 or fewer SARs each month,
as we scale up to 50 or 100+, we can see this adding a significant amount of time to your
AML team’s workload. Then double the time from 1 hour to 2 hours (as 30% of
professionals spend more than 2 hours per case), and you have a real problem on your
hands.

It gets worse - if you're in the 10% that spend more than 4 hours per case, you’re talking
about a significant time investment in simple, repetitive tasks.


https://www.unit21.ai/blog/aml-case-management-for-risk-and-compliance

Time Spent Filing SARs (Based on hours/SAR and
number of SARS)

Number of SARs

10 50 100 200 300

1 10 100 300
o

= 2 20 200 600
[ae
0

g 4 40 400 800 1200
2

g 6 60 600 1200 1800
|_

8 80 800 1600 2400

While you can’t exactly fully erase this time with automated software - you’ll still need to
investigate cases, flag priorities, and manage alerts - you’ll still save a lot of time (and a
small fortune) automating these tasks.

With such high fines and penalties for missed - or even late - SAR filings, it’s extremely
important to have a system in place that lets you process SARs in a timely, effective
manner.

PRO TIP:

You need to find a solution that decreases case management overhead and speeds up case

resolution and filing times, without requiring manual steps. Look for a solution that automates
SAR filing to FinCEN and goAML reporting for 56+ countries, so you can focus on investigation
and delivering value to your customers.



https://www.unit21.ai/blog/aml-fines-and-penalties

Chapter 8

COVID-19’s Impact on Fraud and AML Cases

There is no doubt that COVID-19 has had an impact on how consumers prefer to do
business, with them championing accessibility, convenience, and ease of use. The
pandemic undoubtedly shifted people’s preferences for attaining services online - and the
financial services industry is no exception.

Let’s look at what risk and compliance professionals expect from fraud and AML cases in
the next 12 months:

Professionals’ Predictions for Fraud Cases in the Next Year
Looking at fraud and AML cases post-COVID

It will be
greater than It will be equal to

35.5%7 ¢, pre-pandemiclevels

pre-pandemic

s 57.73%

It will be less
than pre-
pandemic

6.70%. . levels

The majority of risk and compliance professionals believe that fraud and AML cases are
going to be on the rise in the next year, increasing in frequency post-pandemic. As
Fintechs are exposed to this increase in fraud and money laundering attempts, it will be
important to stay vigilant and be prepared to rapidly adapt to increases in - and changes
to - fraud.


https://www.unit21.ai/markets/fintechs

Chapter 9

What is Most Important for Fraud and AML in
the Next Year?

We asked risk and compliance professionals to predict the
future of fraud based on their top objectives for the next year:

Reducing the impactof faudonreverwe 35.57%
Meetingall necessary compliance requirements 52.06%
Reduce false postves ormoreaccuracy 29.90%
The aily to apidy pdate les and rgulations 26.80%
Streamine case creationand SARfng 19.07%
onboardmorewserssecurely 35.05%
Predictability of alerts 20.62%

As you can see, a few trends stand out - showing us what truly matters to risk and
compliance professionals.



8 2 % of professionals want to keep pace with

compliance regulations and requirements.

First, a combined 80% of professionals said that meeting compliance requirements and
rapidly updating rules in response to new regulations were the most important things to
work on in the next year.

With so many relying on built in-house solutions or random combinations of third-party
solutions forced together to meet their needs, it’s no wonder fraud and AML teams are
struggling to keep pace with changing regulations - including pushing relevant changes to
their tech stack.

6 6 % of professionals care about reducing fraud

and false positives in the next year.



Second, 65% of professionals said reducing the impact of fraud on revenue and reducing
false positives was most important in the coming 12 months.

This is a challenging balance to strike with risk and compliance solutions, as you're
constantly balancing defending against fraud losses by implementing rigid systems of
protection and finely tuning your predictive scoring and alerts to bring down your false
positives rates.

of professionals said securely onboarding
new users was most important in the next
year.

Third, and lastly, 35% of professionals said that securely onboarding new users was their
most important objective in the coming year.

The fact is, performing adequate due diligence - including identity verification and
proper KYC checks - at the time of onboarding is a great way to limit the amount of
fraudulent accounts on your platform, in turn cutting down on the fraud being attempted
as well! But you have to balance these checks with a fast, frictionless onboarding
experience users love, or they won’t finish the process.

PRO TIP:

Having the right fraud and AML solution is critical for this, as it can drastically reduce the time

and effort it takes to onboard new clients through automation. At the same time, a system
should be thorough enough to adequately screen new users when they are brought on, so
there is a lower risk of users actually committing fraud.



https://www.unit21.ai/blog/alert-scoring-prioritize-the-alerts-that-matter-with-unit21
https://www.unit21.ai/blog/identity-verification-process-common-kyc-challenges-and-how-to-solve-them
https://www.unit21.ai/blog/identity-verification-process-common-kyc-challenges-and-how-to-solve-them
https://www.unit21.ai/products/onboarding-orchestration
https://www.unit21.ai/products/onboarding-orchestration

Chapter 10

In-House Solutions Will Fail to Keep Pace with
the Continued Evolution of Fraud

Ultimately, fraud and AML professionals want to be able to discover new, rapidly evolving
fraud schemes, update their tech stack to handle compliance regulations and fraud
attempts, and modify systems with accuracy to drive down false positives. What they
need is reliable, scalable case management and transaction monitoring systems that
combat fraud and money laundering.

Below, we cover the top three takeaways from risk and compliance professionals.

# : I Solutions built in-house dominate
the market, but don’t meet demands.

Hours of Engineering Support Dedicated to Risk
and Compliance Teams
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Hours of Engineering Support Dedicated to Risk and Compliance
Teams

High Support: Low Support: 10-15
Hours/ Week

Medium Support:

The majority of risk and compliance companies are using in-house solutions they built
themselves; this method requires a significant investment in engineering resources, which
is often unattainable. Even if it’s possible, it means diverting engineering resources to risk
and compliance operations, costing your core platform from reaching its full potential.

And most organizations made it clear they don’t have the engineering resources to
support this, with nearly 60% of businesses having only 15 hours or less to devote to risk
and compliance.

Managing risk and compliance software in-house - and following all regulatory
requirements and applying necessary compliance updates to your system - is a massive
undertaking. The fact is, most financial service organizations aren’t ready to take this on
(or effectively manage it) themselves.

PRO TIP:

Unlike in-house solutions, fraud and AML solutions stay abreast of the most current fraud

schemes and AML regulatory requirements. Ensuring you’re always compliant and combating
the most immediate threats. Even better, these solutions have the engineering resources to
keep the tech stack updated accordingly!




#

Transaction monitoring and case management
are top priorities for organizations

No matter what we asked, risk and compliance professionals made it abundantly clear
that they care deeply about transaction monitoring and case management when it comes
to fraud and AML software.

of professionals said reliable transaction
monitoring and case management software
was the biggest contributor to building an
effective risk and compliance program.

of professionals listed transaction
monitoring and case management as the
top use cases they were solving with
fraud and AML software.




Transaction monitoring and case management remained top priorities for risk and
compliance professionals when building an effective risk management program and when
choosing a fraud and AML software. When you consider that staying compliant was so
important to businesses, it’s no surprise these solutions are so important to risk
management teams, as they automate filing tasks and simplify investigation processes.

PRO TIP:

When thinking about transaction monitoring, look for a complete data monitoring solution that

integrates a variety of data sources to accurately detect suspicious activity. Ensure the
solution supports automated SAR e-filing to FinCEn and AML reporting to goAML, saving your
team valuable time.

#

Increase revenue by tackling something under
your control: reducing false positive rates

No matter what we asked, risk and compliance professionals made it abundantly clear
that they care deeply about transaction monitoring and case management when it comes
to fraud and AML software.

of professionals said reducing false
positives was their biggest pain point
related to fraud.




of professionals said reducing false
positives was their most important
objective for the upcoming year.

When it comes down to it, your company needs to make money; increasing your revenue
will therefore always be a priority. False positives in fraud and money laundering cases
stunt your revenue by not allowing valid transactions to clear when they should.

The best way to reduce false positive rates is to use a rule-based fraud and AML solution
that is highly customizable. This allows you to define the parameters so that you optimize
the fraud and AML tool to protect your platform, while keeping false positives extremely
low. By creating, testing, and updating rules quickly and consistently, you can drive down
false positive rates and let revenue flow as expected.

PRO TIP:

Use full-scale data monitoring to fully understand behavior for different user activities.
Customize alerts for the most accurate detection, increased productivity, and improved
efficiency.



https://www.unit21.ai/blog/the-complete-guide-to-transaction-monitoring

Unit21

Unit21 empowers risk and compliance teams with fraud and AML infrastructure that
reduces false positives, automates compliance, and streamlines SARs filling to empower
businesses to grow.

We support over 150 fintech and crypto platforms such as Chime, Intuit, and Crypto.com
through our risk and compliance infrastructure that enables them to reduce case times,
false positives and instantly update rules to capture new fraud schemes while staying
compliant.

You can setup a demo here!



https://www.unit21.ai/schedule-demo
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